Service Definition




DLP is a specialist consultancy here to
help you achieve your information secu-
rity and privacy objectives.

We assist or%onisqtion’s with projects
involving DSP Toolkit, ISO 27001, Cyber Es-
sentials, GDPR, PCI, Cyber Security, and
Data Protection.

Over the years, DLP consultants have
completed many successful DSP and IG
Toolkit assignments for a wide range of
clients including NHS departments and
numerous healthcare providers.

With a deep understanding of the DSP
Toolkit, our consultants will work with you
assessing your level of compliance, and
then provide appropriate guidance and
support to move the project forward.




How.we can help

Service Definition

For organisations that are new to the DSP Toolkit, we offer a full-service governance
programme culminating with the assertion submission. Here our consultants investigate
and review the client’s cyber and privacy operations to assess their compliance with the
ten National Data Guardian’s Data Security Standards and UK GDPR. A dedicated
project manager is assigned to the client for the project duration, who will coordinate and
ensure tasks (such as audits, business continuity testing, staff training, pen testing etc)
are scheduled and completed on time. The project manager will ensure that our relevant
subject matter experts are available to assist the client as and when needed.

For organisations that are experienced with the DLP Toolkit, the focus of the assign-
ments is often to provide assistance and guidance on areas that are new to that year’s
toolkit revision. While some of the new assertions are not always initially mandatory,
clients often take the opportunity to begin working towards compliance because they
know it’s the way forward and, in most cases, prompts the organisation to improve its se-
curity posture.

Our extensive and deep knowledge of information security (and data protection) gained
through working with a wide range of clients across several industries means that we are
able to offer constructive guidance to keep costs low and minimise any potential
disruption of meeting the toolkit assertions.

Our DSP Toolkit projects typically run on the following lines:
o Sign a confidentiality agreement (either clients or ours)

o Organise an initial scoping meeting with the project sponsor so that we can develop
an understanding of the client’s organisation and IT infrastructure, and where they
are seeking help.

o Conduct a DSPT Gap Analysis meeting (as per the organisation type)
. Hold the GAP Analysis debrief meeting

o Review Gap Analysis findings and agree on the scope of work

° Develop and agree on a project plan

o Undertake remediation tasks as per the project plan

o Track project and periodically report to the project sponsor

o On project completion, hold a project debrief to discuss findings and results and rec-
ord the key lessons learned
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Features

Benefits

Guidance and advice on all as-
pects of NHS DSP Toolkit asser-
tions

DSPT project work is undertaken
by experienced infosec and
privacy practitioners

Obtain input and expert advice
on how to implement the new
DSP Toolkit requirements

NHS DSP Toolkit Gap Analysis

Testing service for data and
cyber security aspects of
business continuity

All projects are managed using
dashboard technology to
Erowde up-to-date progress

r the project sponsor

Customisable DSPT documen-
tation set available. Policy and
procedures updated to reflect
changes in the toolkit

DSPT Managed Service

Benefits

@/ Achieve compliance with the
NHS DSP Toolkit requirements

Reduce organisational privacy
and cyber security risks

Service tailored to your
organisational needs and
business requirements

Receive expert guidance on
data protection and cyber
security

Work undertaken by CISSP,
CISM, ISO 27001, CIPP/E quallfled
Consultants



Casel

DLP consultants managed the infor-
mation security function of a London
based European Union (EU) agency for
over 5 years.

The DLP team provided onsite support
and guidance on a wide range of infor-
mation security issues including at-
tending inter-country EU meetings and
providing input to discussions with vari-
ous international agencies and NGO’s.

Case 3

Assisting a NHS department with sever-
al aspects of their IG Toolkit submission.

Project included the selection and eval-
uation of several security vendor prod-
ucts to meet client requirements.

Case 2

Major bank reviewing their information
security controls and their alignment
with ISO 2700L1.

The project involved a review of docu-
mentation and related processes to
determine gaps and potential areas for
better alignment with the ISO 27001
standard.

Case 4

Healthcare diagnostic company re-
uiring help and assistance to make
their DSP Toolkit submission.

Project included the establishment of a

overnance programme aligned with
the DSP standards utilising a Govern-
ance, Risk and Compliance system to
automate many of the routine compli-
ance tasks.




Services

We provide a range of services:

NHS DSP Toolkit
Consultancy

GDPR & Data
Privacy
Consultancy

Outsourced DPO

(Data Protectionjofficer)

Ransomware
Recovery
Readiness

Penetration
Testing

Business
Continuity

ISO 27001
Consultancy

Incident Response
Consultancy

NCSC.Clougdi
Security Principles

PenTest Lite

AlGovernance
& Privacy

Cyber Essentials
& CEPlus
Consultancy.

Outsourced CISO

(Chief Information Security
Officer)

Cyber Security

Policy &
Documentation
Development




Us

DLP Assured Services Limited
Kemp House
152 - 160 City Road

www.dlp-assured.com | +44(0)203 3971091
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